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1. Introduction

With the rapid increase in digitalization and intercon-
nectedness, the volume of generated data has reached un-
precedented levels. However, this abundance of data has
brought forth new threats and vulnerabilities, particularly
concerning the security of systems and the privacy of per-
sonal information.

The detection of cyber attacks is a critical challenge
in safeguarding system security and protecting sensitive
data. Traditional centralized approaches have been widely
employed for attack detection, where all data is collected
and analyzed on a central server. Nevertheless, this approach
raises privacy concerns as it entails the massive transfer of
personal data to third parties, potentially exposing users to
risks.

In response to these challenges, a novel emerging ap-
proach known as federated learning has been developed.
Federated learning is a distributed collaboration paradigm
that enables the training of machine learning models on data
distributed across multiple devices or entities, without the
need for data centralization. This innovative approach offers
a promising solution for attack detection while preserving
data confidentiality.

In this paper, we extensively explore the fundamental
concepts of federated learning and its potential application
in the field of cyber attack detection. We examine the
advantages and limitations of this approach, with a focus
on privacy protection and data security. Additionally, we
present various techniques and methodologies used in feder-
ated learning to effectively detect attacks while minimizing
the disclosure of sensitive information.

Through an in-depth analysis of federated learning for
attack detection, this paper sheds light on the potential of
this approach to enhance the security and privacy of systems
in the face of evolving cyber threats. The findings contribute
to the ongoing research efforts in developing robust and
privacy-preserving techniques for detecting and mitigating
attacks in distributed environments.

2. State of the art

2.1. Attack detection methodologies

The detection of cyber attacks is a complex field that
uses a variety of methods and techniques to identify ma-
licious activity. These methods can be divided into two
categories: signature-based approaches and anomaly-based
approaches.

2.1.1. Signature-based approaches.

. These methods identify malicious activity based on known
attack patterns called signatures. Alerts are generated when
the activity matches an attack signature. The advantages of
these approaches are their effectiveness in detecting known
attacks and their ease of implementation and deployment.
However, they are limited by their inability to detect new
attacks that do not match known signatures.

2.1.2. Anomaly-based approaches.

. These methods identify abnormal and unusual behaviour
that may indicate an attack. They are based on the idea that
malicious activity is likely to differ from normal behaviour.
The advantages of these approaches are their ability to
detect new attacks. However, not all abnormal activity is
necessarily malicious and can be limited by false positive
rates.

2.2. Most common attacks

2.2.1. Denial of services.

. A denial of service attack, also known as Dos, is an
attack designed to render a service unavailable by flooding
it with network transmissions. unavailable by flooding it
with network transmissions. However, this attack does not
no advantage to the attacker over other types of attack that
obtain or facilitate access. facilitate access. If this type of
attack comes from several sources, it is called a distributed
denial of service (DDoS). service (DDos).



Fig.1 - Example of DDoS attack

2.2.2. Brute force attacks.

. This method is the oldest and simplest to perform. It can
be used to crack a username encryption key, a password
or even a hidden web page through several trial and error
processes. several trial-and-error processes. This method
is still effective today, successful attack depends on the
complexity and length of the content to be obtained. content
to be obtained. It can take anywhere from several seconds
to several years.

2.2.3. Heart bleed attacks.

. The Heart Bleed flaw was introduced by Robin Seggel-
mann, a student at the University of Duisburg-Essen, who
designed the Heartbeat extension for OpenSSL. This method
is based on the fact that the server does not check that the
integer sent actually corresponds to the size of the message.
From therefore, the attacker can enter an integer greater than
the message size, so that the server fills in the difference
between the contents of its memory, which may contain
passwords or private certification keys.

2.3. Federated learning

Federated learning is an approach to machine learning
that allows multiple decentralised devices or servers to train
a model on their own data, without having to share it directly
with a central server. This approach is particularly useful in
situations where data confidentiality is a major concern, as it
allows the benefits of machine learning to be realised while
minimising data exposure.

Federated learning can be used with both types of attack
detection approaches. With signature-based approaches, fed-
erated learning can be used to train more robust and accurate
models using data from multiple sources. With anomaly-
based approaches, federated learning can be used to detect
unusual behaviour in decentralised data, while respecting
data confidentiality. Federated learning can be described in
several stages:

1) Model initialization: A machine learning model is
initialized on a central server.

2) Local training: Each device or decentralised server
trains the model on its own data.

3) Model update: Updates to the model are sent to
the central server. These updates are generally gra-
dients or modifications to the model, not raw data,
which helps to preserve data confidentiality.

4) Aggregation of updates: The central server aggre-
gates model updates from all decentralised devices
or servers to form a global model.

5) Model distribution: The global model is then sent
back to all the decentralised devices or servers for
a new local training iteration.

The benefits of federated learning include:

• Data confidentiality: As data remains on decen-
tralised devices or servers and only model updates
are shared, federated learning can help preserve data
confidentiality.

• Federated learning allows decentralised data to be
leveraged without having to centralise it, which can
be beneficial in situations where data collection is
expensive or difficult.

However, federated learning also has certain disadvan-
tages:

• Coordination complexity: Coordinating model train-
ing across multiple devices or decentralised servers
can be complex and requires effective communica-
tion management.

• Resistance to attack: Because federated learning in-
volves multiple devices or decentralised servers, it
can be vulnerable to a variety of attacks, such as
Sybil or Byzantine attacks.

Despite these challenges, federated learning offers a promis-
ing approach for machine learning in situations where data
confidentiality is a major concern.

2.4. Case studies

2.4.1. Attack detection : Detection Algorithm.

. The choice of algorithm in federated learning can drasti-
cally impact the efficiency and effectiveness of the model[1].

Starting with XGBoost, this is a gradient boosting al-
gorithm that is known for its efficiency and effectiveness.
It’s well-suited to federated learning environments due to
its built-in regularization parameters that penalize complex
models, preventing over-fitting a common issue in dis-
tributed settings. XGBoost also excels in handling both
regression and classification problems, offering versatility.
However, its communication overhead can be quite high
as gradient statistics need to be shared frequently during
training, which can be a drawback in federated settings[9].

AdaBoost, short for Adaptive Boosting, is another pow-
erful ensemble method. AdaBoost is adaptive in the sense
that subsequent weak learners are tweaked in favor of those
instances misclassified by previous classifiers. In federated
learning, AdaBoost can effectively combine the models
trained on each local data-set into a strong global model.



Nevertheless, like XGBoost, it suffers from high communi-
cation costs as it requires frequent model updates.

Neural Networks, specifically deep learning models, are
a popular choice for federated learning due to their ability to
learn complex patterns and high dimensional data. They are
also naturally suited to the iterative nature of federated learn-
ing. However, they also have their own set of challenges.
Training deep neural networks in a federated setting can be
computationally expensive and time-consuming, given the
need to back-propagate errors and update weights across
all participating devices or servers. They also require a
large amount of data to perform optimally, which might
not always be available at each edge device in a federated
setting.

Random Forests are an ensemble learning method that
operates by constructing multiple decision trees during train-
ing and outputting the class that is the mode of the classes
for classification or mean prediction of the individual trees
for regression. They are inherently less prone to over-fitting
and do not require scaling of data. However, in a feder-
ated learning context, Random Forests may struggle due to
their nature of requiring access to global data statistics to
optimally split nodes, which is not possible in a federated
setting.

Fig.2- Detection algorithms comparison

2.4.2. FL in attack detection : Aggregation Algorithm.

. Existing work has shown that federated learning can be
used effectively to detect attacks in a variety of contexts,
IoT, including wireless sensor networks, industrial cyber-
physical systems and vehicular networks.

In the context of wireless sensor networks, federated
learning has been used to train intrusion detection models
from distributed data across multiple sensors. This approach
has the advantage of not requiring data to be centralised,
which can be beneficial in terms of confidentiality and effi-
ciency. Here is a diagram showing how federation learning
is used to detect attacks :

Fig.3 - Example of FL communication

In industrial cyber-physical systems, federated learning
has been used to detect attacks that could compromise the
security of these systems. Models trained using federated
learning have shown good performance in detecting these
attacks, while preserving data confidentiality.

In vehicle networks, federated learning was used to
detect attacks that could compromise vehicle security and
functionality. Models trained using federated learning per-
formed well in detecting these attacks, while preserving data
confidentiality.

However, despite these promising results, there are still
many challenges to be overcome in using federated learning
to detect attacks. For example, how can we ensure that
the models trained using federated learning are robust to
malicious attacks? How can we optimise the effectiveness of
communication in federated learning to minimise the impact
of denial of service attacks? How can we ensure that feder-
ated learning does not compromise data confidentiality?

Despite these challenges, federated learning offers many
opportunities to improve attack detection. For example, fed-
erated learning could be used to train intrusion detection
models from data distributed across a large number of
devices, which could improve detection performance. In
addition, federated learning could be used to preserve data
confidentiality, which is particularly important in contexts
where data is sensitive.

In the field of attack detection, federated learning has
been used in several case studies, as shown by the following
examples from the scientific literature.

Multiple scientist proposed an anomaly detection
method based on deep learning for personnel identification
and fire smoke detection in IoT equipment. In addition, a
surveillance system called Read-IoT has been developed for
the Tunisian army, which uses a network of heterogeneous
objects to monitor security threats. Others proposed a frame-
work that reduces the time needed to identify anomalous
events in surveillance networks. This framework uses a com-
bination of two-way LSTM and CNN features to identify
and classify anomalous events.

Another notable example is the outlier detection algo-
rithm called xStream, which deals with feature evolution in
data streams.

One study proposed a solution in the form of FedA-
GRU, an intrusion detection method based on the federated
learning framework.

This method does not require the transmission of original
data to a central server, thus reducing the risk of data leakage
while ensuring model accuracy. The FedAGRU algorithm
uses the attention mechanism to improve its overall con-
vergence speed and communication efficiency. The method
was evaluated on three real network data-sets and was
found to achieve better detection performance than the other
centralised models tested.

It is important to note that the effectiveness of an al-
gorithm can depend on the specific context in which it is
used, including the type of data and the type of attacks it is
designed to detect. Therefore, although the FedAGRU ap-



proach performed well in the study cited, other approaches
may be more effective in other contexts.

To illustrate the operation of an attack detection system
using federated learning, consider the following stages:

• The user uses the device, generating usage data.
• This data is collected and used by federated learning

to train an attack detection model.
• The model is used to detect potential attacks.
• If an attack is detected, an alert is sent to the user.
• The model is constantly updated by federated learn-

ing to improve attack detection.

In addition, it is interesting to note that several research
works have explored IoT vulnerabilities and feature-based
security risks. For example, previous work has used deep
learning for smart manufacturing, the Industrial Internet
of Things and federated learning for anomaly detection.
There is also research into the use of federated learning
for anomaly detection. For example, one study used a VAE-
LSTM model for anomaly detection, but found that data-
sets from different sites can vary, increasing the bias of the
model learned by the federated learning server.

.

Fig.4 - Aggregate algorithm comparison

Accuracy, False Alarm Rate (FAR), and F1 Score are
key performance metrics utilized in statistics and machine
learning. Accuracy represents the ratio of total correct pre-
dictions to the total number of predictions, providing an
overall measure of a model’s performance. However, it can
be misleading in scenarios where the classes are highly
imbalanced. In contexts where false positives can be costly
or problematic, such as intrusion detection systems, the
False Alarm Rate becomes a critical measure. This metric
calculates the ratio of the number of false positives to the
total number of actual negative observations. The F1 Score is
another vital metric that combines both precision and recall,
effectively taking into account both false positives and false
negatives. It becomes particularly useful when classes are
imbalanced and often offers more informative insights than
accuracy alone[2].

On the other hand, ”independently and identically dis-
tributed” or IID, and non-IID, are terms used to describe
the nature of data within a data-set. IID implies that each
data point in the data-set is generated by the same prob-
ability distribution process and is independent of all other
data points, a common assumption in many statistical and
machine learning models that simplifies analysis. However,

non-IID is the exact opposite of IID. It indicates that the
data points in the data-set are not all generated by the same
probability distribution process or are not independent of
each other. This situation can arise when data is collected
over time or from different sources or populations, each
with unique distribution characteristics. In federated learning
scenarios, non-IID data is common due to the nature of
data collection from a variety of users or devices, each with
unique data or behavior patterns.

We can thus see that FedAGRU offers the best results
compared to other algorithms.

. In conclusion, federated learning offers considerable po-
tential for improving attack detection. However, many chal-
lenges remain to fully realise this potential. Future work
should focus on addressing these challenges and exploring
the many opportunities offered by federated learning.

2.5. Challenges and opportunities

Federated learning, a promising approach for detecting
attacks in industrial control systems (ICS) and the Industrial
Internet of Things (IIoT), presents both challenges and
opportunities.

Among the challenges, data variability is a major ob-
stacle. Data sets from different sites can vary considerably,
increasing the bias of the model learned by the federated
learning server. This variability can make it difficult to
produce relevant predictions. In addition, the complexity of
the classification, exacerbated by the lack of data, can also
hamper the production of accurate results.

Another challenge lies in the security of IIoT devices.
These devices, often vulnerable to a variety of attacks due to
their optimal power consumption and micro-architecture less
suited to deploying computationally heavy security firewalls,
require special attention.

Despite these challenges, federated learning offers sig-
nificant opportunities. It can be used to train an attack detec-
tion model, which is constantly updated to improve attack
detection. Furthermore, despite the fact that the centralised
learning model seems to perform better than their feder-
ated learning counterparts, the proposed federated learning
approach nevertheless outperforms the centralised learning
VAE-LSTM solution in most data-sets.

Threshold optimisation is another opportunity offered
by federated learning. The paper suggests that the optimal
threshold found by the KQE method can greatly improve the
performance of an anomaly detection model and that their
KQE is better and faster at finding the optimal threshold in
most cases.

Finally, federated learning was used to deal with the
problems of learning bias caused by the uneven distribution
of data between different sites. This demonstrates the flex-
ibility and adaptability of federated learning in the face of
complex challenges.



2.6. Conclusion

The state of the art presented here has explored the use
of federated learning in attack detection, focusing on attack
detection methodologies, federated learning principles, rel-
evant case studies and current challenges and opportunities.

It is clear that federated learning offers a promising
new approach to attack detection, particularly in contexts
where data confidentiality is a major concern. The case
studies presented showed that federated learning can be
used effectively to detect attacks in a variety of contexts,
including wireless sensor networks, industrial cyber-physical
systems and vehicular networks.

However, the application of federated learning to attack
detection is not without challenges. Data variability, clas-
sification complexity and the security of IIoT devices all
need to be addressed to realise the full potential of federated
learning.

Despite these challenges, federated learning offers many
opportunities to improve attack detection. Threshold optimi-
sation, improved attack detection and dealing with learning
bias issues are all opportunities that could be explored in
future work.

In conclusion, federated learning represents a significant
advance in the field of attack detection. Future research
should focus on addressing the current challenges and ex-
ploring the opportunities offered by federated learning. In
particular, further work is needed to develop effective meth-
ods for managing data variability, improving the security of
IIoT devices and optimising the efficiency of communica-
tion in federated learning. With these advances, federated
learning has the potential to transform the way we detect
and respond to cyber attacks.

3. Try out

The study is divided into two parts:

• The first one is the attack detection algorithm.
• The second one is the federation algorithm

3.1. Attack detection algorithm

In order to validate the attack detection algorithm that we
will be using, we have decided to employ the following three
algorithms: Random Forest, XGBoost, and ADABoost. We
have evaluated these three algorithms on our data-set based
on various criteria such as accuracy, recall, precision, F1
Score, false positive rate, and execution time. To facilitate
the algorithm validation process, we took the initiative not
to divide the data-set into multiple parts but instead run the
algorithm on a single virtual machine (VM). Below are the
results obtained for each algorithm:

Fig.5 - Detection algorithm comparison

By evaluating these algorithms and their respective per-
formance metrics, we aim to determine the effectiveness of
the attack detection algorithm in order to proceed with the
next steps of our study. We can observe that the XGBoost
algorithm is significantly faster than ADABoost and more
accurate in error detection than the other. Random Forest is
five time faster than XGBoost and his results aren’t this bad
compare to XGBoost (less than 0,1% difference).

As with the previous evaluation, we will assess the
performance of these algorithms on various metrics such as
accuracy, recall, precision, F1 Score, false positive rate, and
execution time. By analyzing the results obtained, we aim
to determine the efficiency and reliability of the federation
algorithm in the context of our study. First of all, we made
the same tests, but we cut the data-set in 4 equal part and
launch the 3 algorithm in 4 different VMs. And this is the
results :

Fig.6 - Aggregate algorithm comparison

Fig.7 - Aggregate algorithm comparison

Fig.8 - Aggregate algorithm comparison

Fig.9 - Aggregate algorithm comparison

By dividing our dataset into 4 sub-VMs, we can observe
that we do not significantly lose accuracy, recall, precision,
F1 Score, and false positive rate. Only the execution time
varies significantly for the Random Forest and ADABoost
algorithms. Additionally, we can notice that XGBoost does
not experience a significant change in execution time, mak-
ing it less appealing in this context. Considering these
observations, it becomes apparent that XGBoost, despite
its consistent execution time, may not be as advantageous
in terms of overall performance compared to the other
algorithms. Consequently, we need to carefully evaluate the
trade-offs between execution time and performance metrics



while considering the specific requirements of our study.

3.2. Federation algorithm

3.2.1. Approach used and set up. Regarding the federation
algorithm, we have taken the initiative to once again utilize
Random Forest. The method follows as follows: we combine
multiple pre-trained (and saved) RandomForest models from
various VMs. Then, the estimators (the individual decision
trees that constitute the forest) from all loaded models are
merged into a single model. This approach can be seen as a
form of federated learning. In federated learning, models are
trained on multiple devices or nodes, and then the models
(or some parts of them) are combined into a single model.

The aggregation of individual models into one is a key
characteristic of federated learning. The objective of this ap-
proach is to create a final model that is more performant and
robust than the individual models, thanks to the aggregation
of knowledge learned from different datasets or viewpoints.

By employing Random Forest in the federation algo-
rithm, we aim to leverage the collective intelligence of mul-
tiple models trained on different VMs. This approach allows
us to benefit from the diverse perspectives and datasets
available across the sub-VMs.

The merging of the individual decision trees into a single
model enables us to capture a broader range of patterns and
improve the overall performance and robustness of the final
model.

First of all, on our lab, we launch a python script who
connect to each VMs execute the RandomForest script with
1/4 of our data-set, transfer the local model on the server
and do this on all 3 VMs left.

After this, we use our aggregation script to merge all
local model in one global model. We launch on the same
DATA-set a RandomForest classic and one with the global
model in entry.

To continue, this is the sequence diagram of the script
use for this test :

Fig.11 - Sequence Diagram

3.2.2. Result. Here how do we do for having the most
accurate result possible ?

We will assess the performance of the algorithm using
metrics such as accuracy, recall, precision, F1 Score, false
positive rate, and execution time. By analyzing the results
obtained, we aim to evaluate the effectiveness of the feder-
ated approach in enhancing the overall performance of the
Random Forest model.



1) We first divided the complete dataset into 8 differ-
ent parts.

2) We then took one of the dataset parts to train a
model and make tests on this dataset, we recov-
ered the model and the statistics (We repeated this
manipulation on 4 different dataset parts).

3) We took all these statistics and averaged them,
calling these results ”Result1”.

4) We then aggregated the 4 models
5) We tested the aggregated model on the remaining

4 datasets and averaged these results, calling them
”Result2”.

6) We aggregated the first 4 datasets to perform ma-
chine learning and testing in an unfederated way.
We call these results ”Result3”.

Here’s a table summarizing the results.

Fig.11 - Aggregate algorithm comparison

Although the results are all already very good, we can
see that our federated learning works and does indeed im-
prove the model compared to the model generated on the
small dataset. However, machine learning without federation
still performs better, which may seem logical. Federated
learning is designed to handle situations where data is
dispersed across multiple devices or locations, rather than
centralised in a single location.

Unfederated machine learning, where all data is cen-
tralised, provides a complete and unified view of all data,
and without the complexity of synchronisation between
different nodes, the learning process can be more efficient
and rapid.

4. Conclusion

In this research, we explored the use of various algo-
rithms for attack detection and the implementation of a
federation system. Our evaluation took into account several
key criteria such as precision, recall, accuracy, F1 score,
false positive rate and execution time. The results highlight
the advantages and disadvantages of each algorithm.

Among the algorithms tested, XGBoost demonstrated
significant execution speed and increased accuracy in error
detection. However, when splitting the dataset across several
virtual machines (VMs), we observed a sharp drop in execu-
tion time for the Random Forest and ADABoost algorithms,
while XGBoost maintained its execution time.

Next, we implemented a federation algorithm based on
the Random Forest model. The idea was to combine several
pre-trained Random Forest models from different VMs into
a single one. This method enabled us to take advantage of
the diversity of perspectives and datasets available across
the different VMs.

After testing the federation algorithm, we found that our
federated learning approach improved the model well over
the small dataset. However, unfederated machine learning
still performed better, which seems logical given the con-
centrated nature of learning.

In conclusion, our study shows that while federated
learning can improve model performance, particularly in a
distributed system such as a network of VMs, traditional
machine learning methods retain a slight edge. It’s also
important to note that the choice of algorithm must take
into account the specific needs of the task in hand. As we
look to the future, we plan to deepen our research into these
concepts and continue to improve our methods to offer even
more effective and efficient solutions.
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[3] Ayan Chatterjee and Bestoun S. Ahmed. IoT anomaly detection
methods and applications: A survey. 19:100568.

[4] Yao Chen, Yijie Gui, Hong Lin, Wensheng Gan, and Yongdong Wu.
Federated learning attacks and defenses: A survey.

[5] Zhuo Chen, Na Lv, Pengfei Liu, Yu Fang, Kun Chen, and Wu Pan.
Intrusion detection for wireless edge networks based on federated
learning. 8:217463–217472.

[6] Elena Fedorchenko, Evgenia Novikova, and Anton Shulepov. Com-
parative review of the intrusion detection systems based on federated
learning: Advantages and open challenges. 15(7):247.
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